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Lab Task Set 1: Using Tools to Sniff and Spoof Packets
Task 1.1.: Sniffing Packets
1.1 A. Below screenshot shows sniffer.py program used for this task
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Figure 1
Below screenshot shows the ICMP packets captured and printed on the console when I ran the program sniffer.py with root privileges.
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Figure 2
Below screenshot is when I tried to run the program sniffer.py without any privileges and since the file has only read/write privileges and no executable privilege, it prints an error on the screen 
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Figure 3

Task 1.1 B
A. a. Capture only the ICMP packet
Below screenshot shows the ICMP packet captured using the filter.[image: ]
Figure 4
 Below screenshot shows the code used:[image: ]
Figure 5

b. Capture any TCP packet that comes from a particular IP and with a destination port number 23.
A. 
Below screenshot is the code used: TCP filter is used for port 23.
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Figure 6

Below screenshot shows the TCP packet captured when I tried to connect to google.com[image: ]
Figure 7

c. Capture packets comes from or to go to a particular subnet. You can pick any subnet, such as 128.230.0.0/16; you should not pick the subnet that your VM is attached to
A.  Im trying to filter the packets coming to “10.16.20.0” on port 24 using the below filter command.
[image: ] Figure 8
Below screenshot shows the captured packet that was sent to the destination “10.16.20.0”
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Figure 9
Task 1.2.: Spoofing ICMP Packets
A. Below screenshot is the code snippet used for spoofing ICMP packets. I changed the src= “1.2.3.4” which is not the IP of the current network and dst= “10.0.2.6”. Created a ICMP packet and sent it.
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Figure 10
Below screenshot shows the captured ICMP packet in Wireshark from source IP=1.2.3.4
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Figure 10

Task 1.3.: Traceroute
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Figure 11
Observation: The IP address of each router the packet visits are printed in the terminal (as shown in figure 11)
[image: ]
                                                                 Figure 12
Explanation: For finding the traceroute, I’m using Scapy function “sr” which is for sending packets and receiving answers. The function returns a couple of packet and answers, and the unanswered packets.
The IP address of each router it hops can be found using “ans.res[0][1].src” as seen in the code.

Task 1.4.: Sniffing and then Spoofing
Ans. In the below code, I’m filtering the ICMP packets (sniffing) and then in my callback function “print_pkt”, I’m modifying the source IP address and destination IP address of the captured packet and constructing a reply packet (type=0) to be sent. (spoofing)
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Figure 13
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                                                                     Figure 14
Above screenshot (figure 14) shows two VM’s: 
· I pinged google.com in one VM which sends out ICMP echo request packets.
· In another VM, I ran the “sniff_spooficmp” program shown in above screenshot. The received packet and the modified packets are printed on the terminal

Lab Task Set 2: Writing Programs to Sniff and Spoof Packets
Task 2.1.: Writing Packet Sniffing Program
Task 2.1A: Understanding How a Sniffer Works
A. Below screenshot is the implementation of the sniffer program:
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Figure 15

Observation: In the above screenshot( figure 15), there are two VM’s , 
· The VM on the right(10.0.2.6) is pinging “google.com”
· The VM on the left (10.0.2.4) is running the sniffer program and it is able to sniff the packets which are supposed to go to google and not intended for this machine.
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Figure 16
· Q1. Sequence of the library calls that are essential for sniffer program
The below is the sequence of library calls essential for sniffer program:

1.Setting up the device: 
 
The user can specify the device name directly as an argument or in other scenario, pcap setups the device on its own using “pcap_lookupdev()”.The first argument to the function “pcap_open_live” is  the device. In this case, the device is “enp0s3” which is the name of the ethernet on the VM that is running.

2.Opening the device for sniffing: 

“pcap_open_live” opens a session on network interface to perform sniffing once the device has been defined. Sessions are independent , there can be multiple sessions on a single device as well.

3.Filtering traffic: 

“pcap_compile” ; “pcap_setfilter” define the conditions of the sniffing duration, type of packets to be captured and other rules. 

4.Actual sniffing: 

There are two techniques to capture packets. We can either capture a single packet at a time(“pcap_next”), or we can enter a loop (“pcap_loop”) that waits for n number of packets to be sniffed before being done.

5.Close the sniffing session:  

pcap_close() closes the sniffing session

· Q2. Why do you need the root privilege to run a sniffer program? Where does the program fail if it is executed without the root privilege?
A. Below screenshot shows that if the sniffer program is run without root privilege, it fails and displays a message “Cannot open pcap live” because of the code snippet below. Otherwise, it will result in “Segmentation fault”
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Figure 17
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Figure 18
Observation: Without root access in Linux, it is not possible to open pcap session in network interfaces. It needs to sniff raw packets which needs root permission

· Q3. Please turn on and turn off the promiscuous mode in your sniffer program. Can you demonstrate the difference when this mode is on and off? Please describe how you can demonstrate this.
A. Promiscuous mode enables us to receive packets which are not intended to us but pass through the network. In the below line, the third parameter to “pcap_open_live“ function determines if the promiscuous mode is on or off. If the bit is “1”, the promiscuous mode is on and if it is set to zero, it is off.
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Figure 19
Now, setting the promiscuous mode to 0:
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Figure 20
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Figure 21
Observation: When promiscuous mode is off, the code cannot sniff any packets which are not sent to it’s IP. The same is demonstrated in the above screenshots.

Task 2.1B: Writing Filters
• Capture the ICMP packets between two speciﬁc hosts.
A. The highlighted part in the code snippet is used to filter only the ICMP packets between hosts 10.0.2.4 and 10.0.2.6 which are my VM’s:
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					Figure 22

Below screenshot shows that I received only ICMP packets because of the filter ICMP in pcap compiler
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Figure 23
• Capture the TCP packets with a destination port number in the range from 10 to 100.
A. The highlighted part in the code snippet is used to filter only the TCP packets to ports 10-100
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Figure 24
Observation: Below screenshot shows the two VM’s, one of them running the sniffer code and the other is sending TCP packets. The VM captured only TCP packets because of the filter used.
[image: ] Figure 25

Task 2.1C: Sniffing Passwords
A. The highlighted characters in the below screenshot “dees” is the captured password.
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	Figure 26
Observation:  In the above screenshot (figure 26), the VM on the left is the attacker running the sniffing program and the VM on the right is the user /victim. 
Step1: The user tries to establish a telnet connection to 10.0.2.4 which is the IP of the attacker machine. 
Step2: The credentials entered by the user are printed in plaintext in the attacker machine because it is sniffing the entire traffic to the port 23 which includes the username and password.
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Figure 27
Task 2.2: Spoofing
Task 2.2A: Write a spoofing program
A. [image: ] [image: ]
Figure 28
The above screenshot shows the code for spoofing UDP packets.
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Figure 29

Wireshark capture:
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Figure 30
The attacker sends spoofed UDP packets with the message “Hello server” and it is captured on the server which is listening as seen in figure 29. 
The attacker’s IP is “10.0.2.4” and it sends a spoofed packet with message “Hello server” to “10.0.2.6”. As captured on Wireshark, the source IP is “1.2.3.4” which is set by the attacker. 

Task 2.2B: Spoof an ICMP Echo Request
A
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Figure 31
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Figure 32
Observation: In the above wireshark capture, we can observe that the attacker sends a spoofed ICMP packet to the destination “10.0.2.4” and the host sends back the response.
The attacker creates an ICMP packet with source address changed to “1.2.3.4” and then sends a packet to the destination which in turn sends a response.
.[image: ]
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Figure 33



· Q4. Can you set the IP packet length ﬁeld to an arbitrary value, regardless of how big the actual packet is?
A. No, the length field must be the length of the IP packet. Otherwise the sendto function will send an error.
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Figure 34
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Figure 35
Observation: The IP packet length field is set to an arbitrary value of 100, the packet is not sent and it is truncated as seen in the above screenshot. The error message is from the code snippet below:
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Figure 36

· Q5. Using the raw socket programming, do you have to calculate the checksum for the IP header?
A.  No, because the OS calculates the checksum for IP, and we must calculate if we use any other protocol
· Q6. Why do you need the root privilege to run the programs that use raw sockets? Where does the program fail if executed without the root privilege?
A. The networking rules define that we need root privileges to run the raw socket programs because otherwise anyone can fiddle with the packets and that would be detrimental to a network configuration.

Task 2.3: Sniff and then Spoof
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Figure 37
[image: ]
Figure 38
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Figure 39
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Figure 40
[bookmark: _GoBack]Observation: User pings google and the attacker sniffs the request and sends a spoofed reply by switching the source IP to destination IP and vice versa , so that it seems like the user received the response from his requested IP.
Explanation: The user sends an ICMP echo request to google.com which is “172.217.1.36”. The attacker sniffs this packet using pcap which is listening to the traffic (promiscuous mode on), and then sends a spoofed response back to the user by changing the source IP to destination IP and vice versa as seen in the code ( line107 , figure 39).
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/bin/bash ty B = @) 7:29PM 3
® /bin/bash 64x37
[02/06/20] seed@M:~$ telnet www.google.com
linying;172.217.1.36.. .

Re

z [02/06/20] seed@M:~$ [l

ty B = @) 7:29PM %

/bin/bash 76x37

###] Ethernet 1###
5:00
2

version

ihl =5

tos = 0x10
len = 60

id = 55680
flags = DF

frag =0

ttl = 64
proto = tcp
chksum = 0xa728
src = 10.0.2.6
dst =rN720o0 71236

\options

~

sport = 35826
dport = telnet
seq = 129832554
ack =0

dataofs = 10
reserved =0

flags =5

window = 29200
chksum = Oxala5
urgptr =0

options = [('MSS', 1460), ('SAckOK', ''), ('Timestamp', (2936810,

©)), ('NOP', None), ('WScale', 7)]

###[ Ethernet ]###
dst 52:54:00:12:35:00
08:00:27:70:d2:64

B@ o 0= @H @GR rt ar
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[sudo] password for seed: imﬁ 10.16.20.0 (10.16.20.0) 56(84) bytes of data.

###[ Ethernet ]###
dst = 52:54:00:12:35:00
src 08:00:27:70:d2:64

version =4

ihl =5

tos = 0x0

len = 84

id = 30784
flags = DF

frag =0

ttl = 64
proto = icmp
chksum = 0x9853
src = 10.0.2.6
dst = 10.16.20.0
\options \

type = echo-request

code =0 are Updater
chksum = 0x26c4

id = 0x724b

seq = 0x1

= 'N\xdb<™\xe6\xb2\x02\x00\x08\t\n\x0b\x0c\ r\x0e\x0f\x1

= 52:54:00:12:35:00
= 08:00:27:70:d2:64
= 0x800

version
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#! /usr/bin/python

from schpy.all import *

P(src= "1.2.3.4", dst="10.0.2.6")
ICMP()
ip/icmp

send(pckt)




image10.png
BAde wlHRE QK >V © e wE
N icmp
No. Time Source Destination Protocol Length Info
1 2020-02-06 20 7.7785647.. 1.2.3.4 10.0.2.6 ICMP 42 Echo (ping) request 1id=0x0000, seq=0/0, ttl=64 (no response found!)
5 2020-02-06 20:47:36.6965861.. 1.2.3.4 10.0.2.6 ICMP 42 Echo (ping) request 1d=0x0000, seq=0/0, ttl=64 (no response found!)

» Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ©
» Ethernet IT, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
v Internet Protocol Version 4, Src: 1.2.3.4, Dst: 10.0.2.6

0100 .... = Version: 4

.... 0101 Header Length: 20 bytes (5)

Differentiated Services Field: ©x00 (DSCP: CSO®, ECN: Not-ECT)
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[02/09/20] seed@VM: ~/Desktop$ sudo python Traceroute.py
Begin emission:

.Finished sending 1 packets.

*

Received 2 packets, got 1 answers, remaining © packets
[02/09/20] seed@VM:~/Desktop$ sudo python Traceroute.py
Begin emission:

.Finished sending 1 packets.

*
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#! /usr/bin/python
from scapy.all import *
#In this program, I attempt to trace the route to google's IP

a = IP()
a.dst = "172.217.9.46" #IP address of google.com

#defining the protocol as ICMP
b = ICMP()

#constructing ICMP packet
pck=a/b

#initialising values
ttl =1

flag= True

hops = [1]

while flag:
a.ttl = ttl
ans, uans = sr(a/b)
if ans.res[0][1].type ==
flag = False
else:
hops.append(ans.res[0][1].src)

ttl += 1
#print all the src IP's of the route
i=1
for hop in hops:
print 1, " " + hop
1+=1
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sniff_spooficmp.py (~/Desktop) - gedit B =@

spooficmp.py sniff_spooficmp.py

#! /usr/bin/python

from scapy.all import *

def print_pkt(pkt):

if ICMP in pkt and pkt[ICMP].type==8
#original packet information
print("Original Packet......... )
print("Source IP : ", pkt[IP].src)
print("Destination IP :", pkt[IP].dst)

#change the packet information

ip = IP(src=pkt[IP].dst, dst=pkt[IP].src)

icmp = ICMP(type=0, id=pkt[ICMP].id, seq=pkt[ICMP].seq)
data = pkt[Raw].load

#construct new packet
newpkt = ip/icmp/data

#new packet information
print("Modified Packet.
print("Source IP : ", n
print("Destination IP :

pkt[IP].src)
, newpkt[IP].dst)

#send new packet
send(newpkt)

rkt = sniff(filter="icmp', prn=print_pkt)
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/bin/bash 76x37
[62/06/20] seed@VM:~/Desktop$ ping google.com

PING google.com (172.217.9.46) 56(84) bytes of data.
# |64 bytes from ord38s08-in-f14.

(172.
(172.
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9
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9

G
OF

~X64 bytes from ord38s08-in-f14.1e100.net (172.217.

.46): icmp_seq=1 ttl=64 ti'

.46): icmp_seq=2 ttl=49 ti

.46): icmp_seq=2 ttl=64 ti
.46): icmp_seq=3 ttl=64 ti

.46): icmp_seq=4 ttl=49 ti

.46): icmp_seq=4 ttl=64 ti_

.46): icmp_seq=6 ttl=49 ti

CryptoNetwork Clone [Running] - Oracle VM VirtualBox

file  Machine View Input Devices  Help

/bin/bash 64x37

AC[82/06/20]seed@VM ~/Desktop$ clear

[43;3

('Source IP : ', '10.0.2.4')
('Destination IP :', '172.217.9.46')
Modified Packet.........

('Source IP : ', '172.217.9.46')
('Destination IP :', '10.0.2.4'")

46): icmp_seg=1 ttl=49 ti

.46): icmp seq=3 ttl=49 ti Sent 1 packets.

Original Packet.........

('Source IP : ',  '10.0.2.4')
('Destination IP :', '172.217.9.46')
Modified Packet.. ocfis
B ('Source IP : ', '172.217.9.46')
. ('Destination IP :', '10.0.2.4'")

.46): icmp seq=5 ttl=64 t Sent 1 packets.
v c Original-Packet.....;...
.46): icmp seg=5 ttl=49 ti ('Source IP : ', '10.0.2.4')

('Destination IP :', '172.217.9.46')
Modified Packet.........
('Source IP : ', '172.217.9.46"')

.46): icmp seq=6 ttl=64 ti ('Destination IP :', '10.0.2.4")
.46): icmp_seq=7 ttl=49 ti Sent 1 packets.
.46): icmp seq=7 ttl=64 ti ('Source IP : ', '10.0.2.4')

('Destination IP :', '172.217.9.46')
Modified Packet..
('Source IP : ', '172.217.9.46')
('Destination IP :', '10.0.2.4'")

46): icmp_seq=8 ttl=49 ti

46): icmp_seq=8 ttl=64 ti

= Sent 1 packets.
‘ Original Packet.....:...
('Source IP : ', '10.0.2.4')

9.46): icmp_seq=9 ttl=64

i B W W

[02/96/29]seed@VM:-/Desktop$ sudo python sniff spooficmp.py
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<) 6:10PM % /bin/bash

]l /bin/bash 76x37
&C

[02/07/20] seed@VM:~/Desktop$ clear
§43;J

/bin/bash 64x37

[02/07/20]seed@VM ~/Desktop$ ping www.google.com

PING www.google.com (172.217.1.36)
64 bytes from ord37s07-in-f4.1el00.
[02/07/20] seed@VM: ~/Desktop$ gcc -o snifferworks snifferworks.c -lpcap 1 ttl=49 time=39.9 ms
[02/07/20] seed@VM:~/Desktop$ sudo ./snifferworks 64 bytes from ord37s07-in-f4.1el00.
Got a packet 2 ttl=49 time=61.7 ms
From: 10.0.2.6 64 bytes from ord37s07-in-f4.1e100.
To: 149.164.1.13 3 ttl=49 time=22.1 ms

il 864 bytes from ord37s07-in-f4.1e100.

ll4 tt1=49 time=23.4 ms

From: 149.164.1.13
T0:=1620.2.6

Got a packet

From: 10.0.2.6
meneaT0: 172.217.1.36
Got a packet

From: 172.217.1.36
[f0E216.0.246

Got a packet

From: 10.0.2.6
To: 149.164.1.13
Got a packet

From: 149.164.1.13
[0:16.6.276

Got a packet

L From: 172.217.1.36
| fTo: 10.0.2.6

--- www.google.com ping statistics

56(84) bytes of data.
net (172.217.1.36): icmp_seq:

net (172.217.1.36): icmp_seq:
net (172.217.1.36): icmp_seq:

net (172.217.1.36): icmp_seq:

4 packets transmitted, 4 received, 0% packet loss, time 3033ms

rtt min/avg/max/mdev = 22.152/36.815/61.733/16.004 ms

[02/07/20] seed@VM: ~/Desktop$ fl

R by 5 el &£ AR [ Rk Chl
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snifferworks.c x sniffing_spoofing_udp.c x sniffing_pcap_show_ip.c x

1 #include <pcap.h>

2 #include <stdio.h>

3 #include <string.h>

4 #include <stdlib.h>

5 #include <ctype.h>

6 #include <errno.h>

7 #include <sys/types.h>

8 #include <sys/socket.hs|

9 #include <netinet/in.h>

10 #include <arpa/inet.h>

11
12 #define ETHER_ADDR_LEN 6
13

14 /* Ethernet header */
15 struct ethheader {

16 u_char ether_dhost[ETHER_ADDR_LEN]; /* destination host address */
17 u_char ether_shost[ETHER_ADDR_LEN]; /* source host address */

18 u_short ether_type; /* IP? ARP? RARP? etc */

19};

20

21 /* IP header */

22 struct ipheader {

23 u_char 1ip_vhl; /* version << 4 | header length >> 2 */
24 u_char 1ip_tos; /* type of service */

25 u_short ip_len; /* total length */

26 u_short ip_id; /* identification */

27 u_short ip_off; /* fragment offset field */

28 #define IP_RF 0x8000 /* reserved fragment flag */

29 #define IP_DF 0x4000 /* dont fragment flag */

30 #define IP_MF 0x2000 /* more fragments flag */

31 #define IP_OFFMASK Ox1fff /* mask for fragmenting bits */

32 u_char 1ip_ttl; /* time to live */

33 u_char 1ip_p; /* protocol */

34 u_short ip_sum; /* checksum */

35 struct 1in_addr ip_src,ip_dst; /* source and dest address */

36 };

37

38 void got_packet(u_char *args, const struct pcap_pkthdr *header, const u_char *packet)
39 {

40 printf("Got a packet\n");

41 struct ethheader *eth=(struct ethheader *)packet;

a2 if(ntohs(eth -> ether_type) == 0x800)

43

44 struct ipheader *ip = (struct ipheader *)(packet + sizeof(struct ethheader));
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1
44 struct ipheader *ip = (struct ipheader *)(packet + sizeof(struct ethheader));
45 printf("From: %s\n", inet_ntoa(ip -> ip_src));
46 printf("To: %s\n",inet_ntoa(ip->ip_dst));

50

51 int main()

52 {

53 pcap_t *handle;

54 char errbuf[PCAP_ERRBUF_SIZE];

55 struct bpf_program fp;

56 char filter_exp[] = "ip proto icmp";

57 bpf_u_int32 net;

58

59 // Step 1: Open live pcap session on NIC with name enp0s3
60 handle = pcap_open_live("enp6s3", BUFSIZ, 1, 1000, errbuf);

61

62 if (handle == NULL) {

63 printf("Cannot open pcap live!\n");
64 exit(-1);

65 }

66

67 // Step 2: Compile filter_exp into BPF psuedo-code
68 pcap_compile(handle, &fp, filter_exp, 6, net);

69 pcap_setfilter(handle, &fp);

70

71 // Step 3: Capture packets
72 pcap_loop(handle, -1, got_packet, NULL);
73

74 pcap_close(handle); //Close the handle
75 return 0;
76}
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// Step 1: Open live pcap session on NIC with name enp@s3
handle = pcap_open_live("enp6s3", BUFSIZ, 1, 1000, errbuf);

if (handle == NULL) {
printf("Cannot open pcap live!\n");
exit(-1);
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[02/08/20] seed@VM:~/Desktop$ ./snifferworks
Cannot open pcap live!

[02/08/20] seed@VM: ~/Desktop$ [l
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spoof_udp.c x spoofing_icmp.c sniff_spoof_icmp.c x snifferworks.c x myheade
#include <pcap.h>
#include <stdio.h>
#include <stdlib.h>
#include <arpa/inet.h>
#include "myheader.h"

#define ETHER_ADDR_LEN 6

void got_packet(u_char *args, const struct pcap_pkthdr *header,
const u_char *packet)

{
printf("Got a packet\n");
struct ipheader *ip = (struct ipheader *)(packet + sizeof(struct ethheader));
printf(" From: %s\n", inet_ntoa(ip->iph_sourceip));
printf("  To: %s\n", inet_ntoa(ip->iph_destip));
}

int main()
{

pcap_t *handle;
char errbuf[PCAP_ERRBUF_SIZE];
struct bpf_program fp;

char filter_exp[] "icmp";
bpf_u_int32 net = 0

// Step 1: Open live pcap session on NIC with name enp®@s3 (ifconfig)
handle = pcap_open_live("enp0s3", BUFSIZ, 0, 1000, errbuf);

if (handle == NULL) {
printf("Cannot open pcap live!\n");
exit(-1);

pcap_setfiltr ( hande, &fp);

// Step 3: Capture packets
pcap_loop(handle, -1, got_packet, NULL);

pcap_close(handle); //Close the handle
return 0
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CryptoNetwork Clone [Running] - Oracle VM VirtualBox - O X

File  Machine View Input Devices Help
Terminator B = o
/bin/bash

= /bin/bash 75x24
[02/09/20] seed@VM:~$ ping www.google.com
PING www.google.com (172.217.1.36) 56(84) bytes of data.

from ord37s67-in-f36.1e100.net (172.217.1.36): icmp_seq=1 tt1=49
ms

from ord37s67-in-f36.1e100.net (172.217.1.36): icmp_seq=2 tt1=49
ms

from ord37s67-in-f36.1e100.net (172.217.1.36): icmp_seq=3 tt1=49
ms

from ord37s67-in-f36.1e100.net (172.217.1.36): icmp_seq=4 tt1=49
ms

from ord37s67-in-f36.1e100.net (172.217.1.36): icmp_seq=5 tt1=49
ms

from ord37s67-in-f36.1e100.net (172.217.1.36): icmp_seq=6 tt1=49
ms

from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq=7 tt1=49
ms

from ord37s67-in-f36.1e100.net (172.217.1.36): icmp_seq=8 tt1=49
ms

--- www.google.com ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 7025ms
rtt min/avg/max/mdev = 17.762/24.294/30.026/3.427 ms
[02/09/20] seed@vM:~$ [l
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int main()

{

pcap_t *handle;

char errbuf[PCAP_ERRBUF_SIZE];
struct bpf_program fp;

char filter_exp[] = "N RGOS ORI I AN

bpf_u_int32 net;

// Step 1: Open live pcap session on NIC with name enp@s3
handle = pcap_open_live("enp6s3", BUFSIZ, 1, 1000, errbuf);

if (handle == NULL) {
printf("Cannot open pcap live!\n");
exit(-1);

// Step 2: Compile filter_exp into BPF psuedo-code
pcap_compile(handle, &fp, filter_exp, 0, net);
pcap_setfilter(handle, &fp);

// Step 3: Capture packets
pcap_loop(handle, -1, got_packet, NULL);

pcap_close(handle); //Close the handle
return 0:

2.6
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CryptoNetwork [Running] - Oracle VM VirtualBox

File
/bin/bash

Machine ~ View Input Devices  Help

B = o
/bin/bash 78x37

[02/08/20] seed@VM: ~/Desktop$ gcc -o snifferworks snifferworks.c -lpcap
[02/08/20] seed@VM:~/Desktop$ sudo ./snifferworks
# |Got a packet
From: 10.0.2.
To: 10.0.2.4
Protocol:
Got a packet
gFrom: 10.0.2.
llTo: 10.0.2.6
Protocol:
Got a packet
From: 10.0.2.
To: 10.0.2.4
Protocol:
mm—Got a packet

6
IcMp

IcMp

IcMp

Protocol: ICMP
Got a packet
From: 10.0.2.
To: 10.0.2.4
Protocol:
Got a packet
From: 10.0.2.
[To: 10.0.2.6
Protocol:
Got a packet
From: 10.0.2.
To: 10.0.2.4
Protocol:
Got a packet
From: 10.0.2.
[To: 10.0.2.6
Protocol: ICMP
L —_JIGot a packet
From: 10.0.2.6

IcMp

IcMp

IcMp

4

551PM it

ty B = o) ssipm
| /bin/bash 64x37

[92/08/20]seed@VM ~$ ping 10.0.2.4

PING 10.0.2.4 (16.0.2. 4) 56(84) bytes of data.

64 bytes from : icmp_seg=1 ttl=64 time=0.642 ms

64 bytes from icmp_seq=2 ttl=64 time=0.896 ms

64 bytes from icmp_seq=3 ttl=64 time=0.361 ms

64 bytes from icmp_seq=4 ttl=64 time=1.09 ms

64 bytes from icmp_seq=5 ttl=64 time=0.937 ms

FC

--- 10.0.2.4 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4030ms

rtt min/avg/max/mdev = 0.361/0.785/1.092/0.258 ms

[02/08/20] seedavM:~$ I
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int main()

{

pcap_t *handle;

char errbuf[PCAP_ERRBUF_SIZE];
struct bpf_program fp;

L ETIRSAR I CIGEEINip proto \\tcp and dst portrange 10-1004H

bpf_u_int32 net;

// Step 1: Open live pcap session on NIC with name enp@s3
handle = pcap_open_live("enp®s3", BUFSIZ, 1, 1000, errbuf);

if (handle == NULL) {
printf("Cannot open pcap live!\n");
exit(-1);

}

// Step 2: Compile filter_exp into BPF psuedo-code
pcap_compile(handle, &fp, filter_exp, 0, net);
pcap_setfilter(handle, &fp);

// Step 3: Capture packets
pcap_loop(handle, -1, got_packet, NULL);

pcap_close(handle); //Close the handle
return 0;
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CryptoNetwork Clone [Running] - Oracle VM VirtualBox

File  Machine View Input Devices Help

1y B) & @) 619PM 2t pinsbash t B & 4) 620P)
/bin/bash 64x37
[92/08/20]seed@VM ~$ telnet www.google.com

/bin/bash 78x37

To: 172 217 1 36 ol
Protocol: TCP [02/08/20] seed@M:~$ [l

Source port: 54956
Destination port: 23
Got a packet

o 172.217.1.36
Protocol: TCP
Source port: 54956

Protocol:
Source port: 54956

Destination port: 23
£C
[02/08/20] seed@VM: ~/Desktop$ [l
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/bin/bash Terminator
® /bin/bash 109x45 -
[02/09/20] seed@VM: ~/Desktop$ gcc -o snifferworks snifferworks.c -lpcap @
[02/09/20] seed@VM: ~/Desktop$ sudo ./snifferworks

[ =
/bin/bash
| /bin/bash 75x24

02(09/29] seed@VM:~$ telnet 10.0.2.4

Connected to 10.0.2.4.

Escape character is '~]'.

Ubuntu 16.04.2 LTS

VM login: seed

Password:

Last login: Sun Feb 9 21:54:38 EST 2020 from 10.0.2.6 on pts/17
Welcome to Ubuntu 16.04.2 LTS (GNU/Linux 4.8.0-36-generic 1686)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

1 package can be updated.
@ updates are security updates.

[02/09/20] seedavM:~$ I
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void got_packet(u_char *args, const struct pcap_pkthdr *header, const u_char *packet)

int size_data=0;
struct ethheader *eth=(struct ethheader *)packet;
struct ipheader *ip = (struct ipheader *)(packet + sizeof(struct ethheader));

//printing the payload data
char *data = (u_char *)packet + sizeof(struct ethheader) + sizeof(struct ipheader) + sizeof(struct tcpheader)+12;

for(int i=0;i<sizeof(data);i++){
if(isprint(*data))
printf(" %c\n", *data);
data++;

int main()

{

pcap_t *handle;

char errbuf[PCAP_ERRBUF_SIZE];

struct bpf_program fp;

char filter_exp[] = "tcp and dst port 23";
bpf_u_int32 net;

// Step 1: Open live pcap session on NIC with name enpOs3
handle = pcap_open_live("enp6s3" , 1, 1000, errbuf);

if (handle == NULL) {]
printf("Cannot open pcap live!\n");
exit(-1);

// Step 2: compile filter_exp into BPF psuedo-code
pcap_compile(handle, &fp, filter_exp, 0, net);
pcap_setfilter(handle, &fp);

// Step 3: Capture packets
pcap_loop(handle, -1, got_packet, NULL);

pcap_close(handle); //Close the handle
return 0;
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1 #include

<string.h>

2 #include <sys/socket.h>

3 #include <netinet/ip.h>

4 #include <unistd.h>

5 #include <arpa/inet.h>

6 #include <stdlib.h>

7 #include <stdio.h>

8 #include "myheader.h"

9

10 void send_raw_ip_packet(struct ipheader* ip)

11{

12 struct sockaddr_in dest_info;

13 int enable = 1;

14 // Step 1: Create a raw network socket.

15 int sock = socket(AF_INET, SOCK_RAW, IPPROTO_RAW);
16 if (sock < 0) {

17 printf("Cannot create a raw network socket!\n");
18 exit(-1);

19 3}

20 // Step 2: Set socket option.

21 setsockopt(sock, IPPROTO_IP, IP_HDRINCL,

&enable, sizeof(enable));

23 // Step 3: Provide needed information about destination.

24 dest_info.sin_family = AF_INET;

25 dest_info.sin_addr

29 close(sock);

32 int main() {
33 char buffer[1500];

34 memset(buffer, 0, 1500);

35 struct ipheader *ip = (struct ipheader *) buffer;

36 struct udpheader *udp = (struct udpheader *) (buffer +
sizeof(struct ipheader));
38 //fill in udp data field

39 char *data = buffer + sizeof(struct ipheader) +

sizeof(struct udpheader);

41 const char *msg = "Hello Server!\n";

42 int data_len = strlen(msg);

43 strncpy (data, msg, data_len);

44 //fill in udp header

45  udp->udp_sport = htons(12345);

46  udp->udp_dport = htons(9090);

47 udp->udp_ulen = htons(sizeof(struct udpheader) + data_len);

48 udp->udp_sum = 0; /* Many OSes ignore this field, so we do not
calculate it. */

50 //fill in the ip header

51 ip->iph

ro=4;

ip->iph_destip;

26 // Step 4: Send the packet out.

27 sendto(sock, ip, ntohs(ip->iph_len), 0,

(struct sockaddr *)&dest_info, sizeof(dest_info));
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54
55
56
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59
60
61
62
63}

ip->iph_ihl :15;

ip->iph_ttl =%20;

ip->iph_sourceip.s_addr = inet_addr("1.2.3.4");

ip->iph_destip.s_addr = inet_addr("10.0.2.6");

ip->iph_protocol = IPPROTO_UDP;

ip->iph_len = htons(sizeof(struct ipheader) +
sizeof(struct udpheader) + data_len);

//send the spoofed packet

send_raw_ip_packet (ip);

return 0;
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[02/09/20] seed@VM: ~/Desktop$ gcc -o spoof udp spoof udp.c
[02/09/20] seed@M:~/Desktop$ sudo ./spoof udp

Sending spoofed packets...[02/09/20]seed@VM:~/Desktop$ I

CryptoNetwork Clone [Running] - Oracle VM VirtualBox - O

File  Machine View Input Devices Help

/bin/bash ty B = @) 410
]

Listening on [0.0.0.0] (family ©, port 9090)
Hello Server!
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Capturing from any

X}

~ | Expression...

Time Destination Protocol Length Info

1 2020-02-160 11:03:35.0503623... ::1 UDP 64 47707 — 41151 Len=0
2 2020-02-10 11:03:42.4961349. .2.3. .0.2. 58 12345 —~ 9090 Len=14
3 2020-02-10 11:03:47.6634120.. PcsCompu_c7:35:5a 44 who has 10.0.2.6? Tell 10.0.2.4

4 2020-02-10 11:03:47.6645044.. PcsCompu_70:d2:64 ARP 62 10.0.2.6 is at 08:00:27:70:d2:64

5 2020-02-10 11:03:55.107697 al 32 ubpP 64 47707 — 41151 Len=0

6 2020-02-10 11:04:11.7246742.. 10.0.2.4 224.0.0.251 MDNS 185 Standard query ©x0000 PTR _ipps._tcp.l..
7 2020-02-10 11:04:12.7284333.. fe80::8e27:ad78:369.. ffe2::fb MDNS 205 Standard query 0x0000 PTR _ipps._tcp.l..

8 2020-02-10 11:04:15.127691. uopP 64 47707 — 41151 Len=0
9 2020-02-10 11:04:35.1684963.. ubpP 64 47707 — 41151 Len=0
10 2020-02-10 11:04:55.1864693.. uopP 64 47707 — 41151 Len=0
11 2020-02-10 11:05:15.2066953.. ubpP 64 47707 — 41151 Len=0

Frame 2: 58 bytes on wire (464 bits), 58 bytes captured (464 bits) on interface ©
Linux cooked capture
Internet Protocol Version 4, Src: 1.2.3.4, Dst: 10.0.2.6
User Datagram Protocol, Src Port: 12345, Dst Port: 9090
Data (14 bytes)
Data: 48656c6c6f20536572766572210a
[Length: 14]

avvvyyw

00 04 00 01 00 06 08 @0 27 c7 35 5a 00 0O ©8 00 ........ =
45 00 00 2a 0d 6d 60 60 14 11 89 4b 01 02 03 04
0620 ©a 00 62 06 30 39 23 82 00 16 00 0O
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[02/09/20] seed@VM: ~/Desktop$ gcc -o spoofing icmp spoofing icmp.c
[02/09/20] seed@M:~/Desktop$ sudo ./spoofing icmp

Sending the spoofed IP Packet....

[02/09/20] seed@VM: ~/Desktop$
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Mliemp T BED - ression... +

No. Time Source Destination Protocol Length Info
— 2 2020-02-09 15:05:29.6470872.. 1.2.3.4 10.0.2.4 IcMP 44 Echo (ping) request 1id=0x0000, seq=0/6, ttl=2..
P 3 2020-02-09 15:05:29.6471040.. 10.0.2.4 1.2.3.4 ICMP 44 Echo (ping) reply  id=6x0000, seq=0/@, ttl=6..

» Frame 2: 44 bytes on wire (352 bits), 44 bytes captured (352 bits) on interface @

» Linux cooked capture

» Internet Protocol Version 4, Src: 1.2.3.4, Dst: 10.0.2.4

v Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: oxf7ff [correct]
[Checksum Status: Good]
Identifier (BE): © (0x0000)
Identifier (LE): © (0x0000)
Sequence number (BE): © (0x0000)
Seguence number (LE): © (0x0000)

091@ 45 06 00 lc Bh b

0020 0a 00 02 04 08 00
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spoofing_icmp.c

1 #include <stdio.h>

2 #include <stdlib.h>

3 #include <string.h>

4 #include <sys/socket.h>

5 #include <netinet/ip.h>

6 #include <unistd.h>

7 #include <arpa/inet.h>

8 #include "myheader.h"

9
10
11 unsigned short in_cksum (unsigned short *buf, int length)
12 {
13 unsigned short *w = buf;
14 int nleft = length;
15 int sum = 0;
16 unsigned short temp=0;

17

18

19 * The algorithm uses a 32 bit accumulator (sum), adds

20 * sequential 16 bit words to it, and at the end, folds back all
21 * the carry bits from the top 16 bits into the lower 16 bits.
22 *

23 while (nleft > 1) {

24 SUM += *Wi+)

25 nleft -= 2;

26

27

28 /* treat the odd byte at the end, if any */
29 if (nleft == 1) {

30 *(u_char *)(&temp) = *(u_char *)w ;
31 sum += temp;

32}

33

34 /* add back carry outs from top 16 bits to low 16 bits */
35 sum = (sum >> 16) + (sum & Oxffff); // add hi 16 to low 16

36 sum += (sum >> 16); // add carry
37 return (unsigned short)(~sum);

38}

39

40 void send_raw_ip_packet(struct ipheader* ip)

41 {

42 struct sockaddr_in dest_info;

43 int enable = 1;

44

45 // Step 1: Create a raw network socket.

46 int sock = socket(AF_INET, SOCK_RAW, IPPROTO_RAW);
47 if (sock < 0) {

48 printf("Cannot create a raw network socket\n");
49 exit(-1);

50 3}

51

52 /] Step 2: Set socket option.

53 setsockopt(sock, IPPROTO_IP, IP_HDRINCL,

54 &enable, sizeof(enable));

55

56 // Step 3: Provide needed information about destination.
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64 }
65

dest info.sin_ fanlly AF_fNET;
dest_info.sin_addr = ip->iph_destip;

// Step 4: Send the packet out.
sendto(sock, ip, ntohs(ip->iph_len), o,

(struct sockaddr *)&dest_info, sizeof(dest_info));
close(sock);

66 int main() {

67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89

char buffer[1500];
memset(buffer, 0, 1500);
//fAll in the icmp header
struct icmpheader *icmp = (struct icmpheader *)
(buffer + sizeof(struct ipheader));
icmp->icmp_type = 8; //ICMP Type: 8 is request, © is reply.

// Calculate the checksum for integrity

icmp->icmp_chksum = 0;

icmp->icmp_chksum = 1n_cksun((nnsigned short *)icmp,
sizeof(struct icmpheader));

//fill in the ip header

struct ipheader *ip = (struct ipheader *) buffer;

ip->iph_ver = 4;
ip->iph_ihl = 5;
ip->iph_ttl = 20;

ip->iph_sourceip.s_addr = inet_addr("1.2.3.4");

ip->iph_destip.s_addr = inet_addr("160.0.2.4");

ip->iph_protocol = IPPROTO_ICMP;

ip->iph_len = htons(sizeof(struct ipheader) +
sizeof(struct icmpheader));

//send the spoofed packet

send_raw_ip_packet (ip);

return 0;
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//fill in the ip header

struct ipheader *ip = (struct ipheader *) buffer;

ip->iph_ver = 4;

ip->iph_ihl

ip->iph_ttl = 20;

ip->iph_sourceip.s_addr = inet_addr("1.2.3.4");

ip->iph_destip.s_addr = inet_addr("10.0.2.4");

ip->iph_protocol = IPPROTO_ICMP;

//ip->iph_len = htons(sizeof(struct ipheader) +
sizeof(struct icmpheader));

len 10
//send the raw ip packet
send_raw_1ip_packet (ip);

return 0;
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[02/99/26]seed@VM ~/Desktop$ gcc -o spoofing icmp spoofing icmp.c
[062/09/20] seed@M:~/Desktop$ sudo ./spoofing icmp
Packet not sent...

[02/09/20] seed@VM: ~/Desktop$ [l
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// Step 4: Send the packet out.
if(sendto(sock, ip, ntohs(ip->iph_len), o,
(struct sockaddr *)&dest_info, sizeof(dest_info))<6){
printf("Packet not sent...\n");
close(sock)|;
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CryptoNetwork [Running] - Oracle VM VirtualBox
File
/bin/bash

= B
M [02/09/20] seed@VM:~/Desktop$ sudo
sllSource port: 10.0.2.4

Destination port: 172.217.1.36
# |Protocol: ICMP

Sending the spoofed IP Packet....

w-ullSpoofed packet sent to 10.0.2.4
Source port: 10.0.2.4

Destination port: 172.217.1.36
l‘ 'H<Protocol: ICMP

Sending the spoofed IP Packet....
Spoofed packet sent to 10.0.2.4
Source port: 10.0.2.4
Destination port: 172.217.1.36
Protocol: ICMP
Sending the spoofed IP Packet....
mySpoofed packet sent to 10.0.2.4
Source port: 10.0.2.4
Destination port: 172.217.1.36
Protocol: ICMP
Sending the spoofed IP Packet....
Spoofed packet sent to 10.0.2.4
Source port: 10.0.2.4
Destination port: 172.217.1.36
Protocol: ICMP
Sending the spoofed IP Packet....
Spoofed packet sent to 10.0.2.4
Source port: 10.0.2.4
Destination port: 172.217.1.36
Protocol: ICMP
Sending the spoofed IP Packet....
Spoofed packet sent to 10.0.2.4
&€

Machine ~ View Input Devices  Help

[02/09/20] seed@VM: ~/Desktop$ [l

ty B = @) si7pm %

/bin/bash 109x38
./sniff_spoof icmp
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CryptoNetwork [Running] - Oracle VM VirtualBox

File  Machine View Input Devices  Help

sniffer.py (~/Desktop) - gedit

ol

Open ¥

def print_pkt(pkt):
pkt.show()

pkt = sniff(filter= ,pra=print_pkt)|
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CryptoNetwork Clone [Running] - Oracle VM VirtualBox - O

file  Machine View Input Devices  Help

/bin/bash f B = @) 51
:H /bin/bash 75x36
[02/09/20] seed@VM:~$ ping www.google.com

PING www.google.com (172.217.1.36) 56(84) bytes of data.

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=49 time=22.5 ms

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=49 time=23.2 ms

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=49 time=16.4 ms

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=20 time=64.9 ms (DUP!)

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=20 time=73.3 ms

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=49 time=82.8 ms (DUP!)

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=20 time=5.20 ms

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=49 time=17.9 ms (DUP!)

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=49 time=17.9 ms

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=20 time=50.9 ms (DUP!)

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=49 time=17.8 ms

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=20 time=93.6 ms (DUP!)

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=49 time=18.0 ms

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=20 time=34.4 ms (DUP!)

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

tt1=49 time=17.3 ms

bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

=10 tt1=49 time=17.4 ms

64 bytes from ord37s07-in-f36.1e100.net (172.217.1.36): icmp_seq

=11 tt1=49 time=17.8 ms
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1 #include <stdio.h>

2 #include <stdlib.h>

3 #include <string.h>

4 #include <sys/socket.h>

5 #include <netinet/ip.h>

6 #include <unistd.h>

7 #include <arpa/inet.h>

8 #include <netinet/in.h>

9 #include <pcap.h>

10 #include "myheader.h"

11

12 /* ethernet headers are always exactly 14 bytes [1] */
13 #define SIZE_ETHERNET 14

14

15 unsigned short in_cksum (unsigned short *buf, int length)
16 {

17 unsigned short *w = buf;

18 int nleft = length;

19 int sum = 0;

20 unsigned short temp=0;

21

22 /*

23 * The algorithm uses a 32 bit accumulator (sum), adds

24 * sequential 16 bit words to it, and at the end, folds back all
25 * the carry bits from the top 16 bits into the lower 16 bits.
26 *

27 while (nleft > 1) {

28 SUM 4= *Wi+)

29 nleft -= 2;

30}

31

32 /* treat the odd byte at the end, if any */

33 if (nleft == 1) {

34 *(u_char *)(&temp) = *(u_char *)w ;
35 sum += temp;

36}

37

38 /* add back carry outs from top 16 bits to low 16 bits */
39 sum = (sum >> 16) + (sum & oxffff); // add hi 16 to low 16

40 sum += (sum >> 16); // add carry
41 return (unsigned short)(~sum);

42}

43

44 void spoof_icmp_reply(struct ipheader* ip)
45 {
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struct sockaddr_in dest_info;
int enable = 1;

// Step 1: Create a raw network socket.
int sock = socket(AF_INET, SOCK_RAW, IPPROTO_RAW);
if (sock < 08) {
printf("Cannot create a raw network socket\n");
exit(-1);

/] Step 2: Set socket option.
setsockopt(sock, IPPROTO_IP, IP_HDRINCL,
&enable, sizeof(enable));

// Step 3: Provide needed information about destination.
dest_info.sin_family = AF_INET;
dest_info.sin_addr = ip->iph_destip;

// Step 4: Send the packet out.
if(sendto(sock, ip, ntohs(ip->iph_len), ©, (struct sockaddr *)&dest_info, sizeof(dest_info))<0)

printf("Packet not sent...\n");
return;

}

printf("sending the spoofed IP Packet....\n");

close(sock);

printf("Spoofed packet sent to %s\n", inet_ntoa(ip->iph_destip));

77 void got_packet(u_char *args, const struct pcap_pkthdr *header, const u_char *packet)

78 {

struct ethheader *eth=(struct ethheader *)packet;
if(eth->ether_type!= ntohs(6x0800))
return;

struct ipheader *ip = (struct ipheader *)(packet + SIZE_ETHERNET);
int ip_header_length=ip->iph_ihl*4;

1f(ip->iph_protocol == IPPROTO_ICMP)
{
struct icmpheader *icmp = (struct icmpheader *)(packet + SIZE_ETHERNET +ip_header_length);

1f(icmp->icmp_type!=8)
return;
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91

92 //original packet

93 printf("Source port: %s\n", inet_ntoa(ip->iph_sourceip));
94 printf("Destination port: %s\n", inet_ntoa(ip->iph_destip));
95 printf("Protocol: ICMP\n");

96

97 //spoof packet

98 char buffer[1500];

99 memset(buffer, 0, 1500);

100 memcpy((char *)buffer, ip, ntohs(ip->iph_len));

101 struct ipheader* newip= (struct ipheader *)buffer;

102 struct icmpheader* newicmp= (struct icmpheader *)(buffer + ip_header_length);
103 newicmp->icmp_type = 0;

104 newicmp->icmp_chksum = 0;

105 newicmp->icmp_chksum = in_cksum((unsigned short *)newicmp, sizeof(struct icmpheader));
106 newip->iph_ttl =20;

107 newip->iph_sourceip = ip->iph_destip;

108 newip->iph_destip = ip->iph_sourceip;

109 spoof_icmp_reply(newip);

110

111 3}

12}

113

114

115 int main()

116 {

117 pcap_t *handle;

118 char errbuf[PCAP_ERRBUF_SIZE];

119 struct bpf_program fp;

120 char filter_exp[] = "icmp";

121 bpf_u_int32 net;

122

123 // Step 1: Open live pcap session on NIC with name enp®s3
124 handle = pcap_open_live("enp@s3”, 1500, 1, 100|, errbuf);
125

126 if (handle NULL) {

127 printf("Cannot open pcap live!\n");

128 exit(-1);

129}

130

131 // Step 2: Compile filter_exp into BPF psuedo-code
132 pcap_compile(handle, &fp, filter_exp, 0, net);

133 pcap_setfilter(handle, &fp);

134

135 // Step 3: Capture packets

136 pcap_loop(handle, -1, got_packet, NULL);

137

138 pcap_close(handle); //Close the handle

139 return 0;

140 }
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CryptoNetwork [Running] - Oracle VM VirtualBox — O X
|

File  Machine  View Devices

Input

Help

Capturing from any i B = 0
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] ~| Expression...  +

Time Source Destination Protocol Length Info
193 2020-02-09 17:14:23.6894900.. 10.0.2.4 172.217.1.36 ICMP 100 Echo (ping) request 1id=6x7cce, seq=..
194 2020-02-09 17:14:23.707301 172.217.1.36 10.0.2.4 ICMP 100 Echo (ping) reply id=ex7cce, se
199 2020-02-09 17:14:23.7830410.. 172.217.1.36 10.0.2.4 IcMP 100 Echo (ping) reply id=ex7cce, se
204 2020-02-09 17:14:24.6912118.. 10.6.2.4 172.217.1.36 ICMP 100 Echo (ping) request id=ex7cce, seq
205 2020-02-09 17:14:24. 172.217.1.36 10.0.2.4 ICcMP 100 Echo (ping) reply id=ex7cce, set
210 2020-02-09 17:14:24.7256164.. 172.217.1.36 10.0.2.4 ICMP 100 Echo (ping) reply id=ex7cce, se
215 2020-02-09 17:14:25.6929948.. 10.0.2.4 172.217.1.36 IcMP 100 Echo (ping) request id=@x7cce, se
216 2020-02-09 17:14:25. 172.217.1.36 10.0.2.4 ICMP 100 Echo (ping) reply id=ex7cce, sei
221 2020-02-09 17:14:26.6948719.. 10.0.2.4 172.217.1.36 IcMP 100 Echo (ping) request id=@x7cce, se
222 2020-02-09 17:14:26.7123100.. 172.217.1.36 10.0.2.4 ICcMP 100 Echo (ping) reply id=ex7cce, se
227 2020-02-09 17:14:27.6970718.. 10.0.2.4 172.217.1.36 ICMP 100 Echo (ping) request id=0x7cce, se

228 2020-02-09 17:14:27.7148595.. 172.217.1.36 1600 Echo (ping) reply  1d=6x7cce, Se

» Frame 228: 100 bytes on wire (800 bits), 100 bytes captured (80@ bits) on interface ©
» Linux cooked capture
» Internet Protocol Version 4, Src: 172.217.1.36, Dst: 10.0.2.4
v Internet Control Message Protocol

Type: @ (Echo (ping) reply)
Code: ©
Checksum: AvAeQe [ecorrectl
) 00 00 €
45 08 54
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/bin/bash ty B = @) si7em %
:H /bin/bash 71x37

[02/06/20] seed@VM:~$ ping google.com

PING google.com (172.217.9.46) 56(84) bytes of data.

64 bytes from ord38s08-in-f14.1e100.net (172.217.9.46): icmp_seg=1 ttl=
49 time=23.4 ms

64 bytes from ord38s08-in-f14.1e100.net (172.217.9.46): icmp_seq=2 ttl=

A L oll49 time=22.4 ms

/bin/bash
:H /bin/bash 102x37
[02/06/20] seed@VM: ~/Desktop$ sudo python sniffer.py
###[ Ethernet ###
dst = 52:54:00:12:35:00
src = 08:00:27:70:d2:64

= 0x800

version

ihl ; 5 64 bytes from ord38s08-in-f14.1e100.net (172.217.9.46): icmp_seq=3 ttl=
tos = 0x0 == ﬁs time=23.8 ms
len =84 l £°C 5 o
5 - 38942 --- google.com ping statistics --- $
flags ESE 4 packets transmitted, 3 received, 25% packet loss, time 3005ms
frag =17 rtt min/avg/max/mdev = 22.486/23.269/23.830/0.597 ms
Tl - 64 b (02/06/20] seed@VM:~$ I
proto = icmp
chksum = 0xe07d
src = 10.0.2.6
dst = 172.217.9.46
\options \
[ TCMP 1444 6
type = echo-request
code =0
chksum = 0x2a8c @
id = 0xf1e
seq = 0x1
#4# [ Raw ]###
load = 'X\x90<"2q\x0c\x00\x08\t\n\x0b\x0c\r\

x0e\x0F\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\
X1d\x1e\x1f !"#$%&\' ()*+,-./01234567"

###[ Ethernet ]###
dst 08:00:27:70:d2:64
S5EG 52:54:00:12:35:00

type 0x800

#E [ IP 14
version =4 =
ihl =5 T

ae o 0EE @R Rt arl
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[02/06/20] seed@VM:~/Desktop$ python sniffer.py
Traceback (most recent call last):
File "sniffer.py", line 7, in <module>
pkt = sniff(filter='icmp',prn=print_pkt)
File "/home/seed/.local/lib/python2.7/site-packages/scapy/sendrecv.py", line 731, in sniff
*arg, **karg)] = iface
File "/home/seed/.local/lib/python2.7/site-packages/scapy/arch/linux.py", line 567, in _ init
self.ins = socket.socket(socket.AF _PACKET, socket.SOCK RAW, socket.htons(type))
File "/usr/lib/python2.7/socket.py", line 191, in _ init

_sock = _realsocket(family, type, proto)
socket.error: [Errno 1] [yt Mt g PRSE|
[02/06/20] seed@VM: ~/Desktop$

[OROD - Yogml o " v IS e





image4.png
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/bin/bash f B = 0
= | /bin/bash 102x37

92/06/ 20]seed@VM:~/Desktop$ clear

[d3;
[02/06/20] seed@VM: ~/Desktop$ sudo python sniffer.py 1
[sudo] password for seed:
###[ Ethernet ]### 1
dst 52:54:00:12:35:00
src 08:00:27:70:d2:64

type 0x800
#H# [ IP |##H#
version =4 5
ihl =5
tos = 0x0
len =84 }
id = 57785
flags = DF 1
frag =0
ttl = 64 1
proto = icmp
chksum = 0x96e2 1
src = 10.0.2.6
dst = 172.217.9.46 1
\options \
## [ ICMP # 1
type = echo-request
code =0 1
chksum = 0x4f9%
id = 0x1265 |
seq = 0x1
4] Raw ] 1
load = "\xd6\xab<™\x93\xf3\x04\x00\x08\t\n\x0b\x0c\ r\x0e\x0f\x10\x11\x12\x13\x14\x15\x

16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f !"#$%&\"' ()*+,-./01234567"

dst = 08:00:27:70:d2:64
src = 52:54:00:12:35:00
= 0x800

###[ Ethernet ]### t

2@ o 0= @ @@ Rt an
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Open v R

def print_pkt(pkt):
pkt.show()

pkt = sniff(filter= ,prn=print_pkt)




